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Encryption is crucial for ensuring data privacy and data integrity. However, quantum
computers threaten the traditional key distribution technologies underpinning modern
encryption [1]. One solution is quantum-key-distribution (QKD), which is based on the
laws of quantum mechanics [2]. Although QKD is theoretically secure [3], real-world
Implementations suffer numerous security vulnerabilities.

In this project, we proactively sought out and addressed vulnerabilities in QEYnet's
commercial QKD transmitter. Potential vulnerabilities were identified from QKD
literature, classical cryptography literature, and internal system design and test reports.
Each of the Iidentified vulnerabilities were then risk assessed for impact and
exploitation feasibility and categorized accordingly.

Over the course of the project, we identified and risk assessed 19 security
vulnerabilities. To date, comprehensive designs have been developed addressing 9 of
the highest-risk vulnerabilities by means of opto-mechanical device modifications and
iIncreased privacy amplification. Preliminary paths to resolution have been identified for
the remaining 10 vulnerabillities.

Our work builds upon a prior receiver-side security assessment conducted at QEYnet
[4]. Together, these efforts represent the most comprehensive QKD security

assessment to date and provide increased confidence in practical QKD technology

and in QEYnet's capacity to deliver unbreakable security.
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