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PROJECT SUMMARY

Efficiently and securely retrieving observation and incident data collected from
customers poses a significant challenge, due to the daily processing of a large volume
of data In its security monitoring services and the substantial data requirements of
security research team’s Al services.

In response to this challenge, Arctic Wolf Networks has initiated the Query Broker
project. It serves as a data access layer (DAL) that offers a layer of abstraction,
security control, portability and performance optimization, which aims to provide a
consistent and controlled way how the customers will interact with the data.

The benefits of using Query Broker include but not are limited to:

Simplified Complexity: Abstract the underlying database structure and complexity.

Security Control: Control data access through authentication, authorization, and
encryption.

Database Portability: Allow switching to a different database system with minimal
code change.

Logging and Auditing: Enable log database interactions, providing a trail of actions
for auditing and debugging purposes.

Furthermore, query transformation and optimization constitute two critical phases that
underscore how the Query Broker delivers advantages to its users. Through the
automated enhancement of queries via transformation, users are empowered to craft
straightforward queries capable of executing intricate tasks, such as generating a
histogram distribution of data points. Moreover, by optimizing queries using relational
algebra, the Query Broker aspires to attain optimal query execution speeds, supported
by mathematical assurances.
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